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ABSTRACT- Wireless Sensor Networks (WSN) plays 
vital role in research field. Due to its rapidly increasing 
application in monitoring various kinds of environment 
by sensing physical phenomenon. Clustering is an 
effective way to boost up system performance of the 
WSNs system. In this project work, we study a secure 
transmission of data for cluster-based WSNs (CWSNs), 
where the clusters are formed dynamically and 
randomly. We propose reliable data Transmission 
(SET) protocols for CWSNs, called SET-IBOOS, by 
using the Identity-Based Online/Offline digital 
Signature (IBOOS) scheme, respectively. SET-IBOOS 
additionally decreases the computational operating cost 
for protocol security, which is critical for WSNs, while 
its defense depends on the stability of the problem of 
discrete logarithm The results show that the proposed 
protocols have better performance than the existing 
secure protocols for CWSNs, in terms of security 
overhead and energy consumption within time. 
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1. INTRODUCTION

Wireless sensor networks (WSNs) refers to a group of 
spatially dispersed and dedicated sensors for monitoring 
and recording the physical conditions of the environment 
and organizing the collected data at a central location. 
WSNs measure environmental conditions like temperature, 
sound, pollution levels, humidity, wind speed and direction, 
pressure, etc. WSNs were initially designed to facilitate 
military operations traffic, and many other consumer and 
industrial areas. A WSN consists of anywhere from a few 
hundreds to thousands of sensor nodes. 
    The sensor node equipment includes a radio transceiver 
along with an antenna, a micro controller, an interfacing 
electronic circuit, and an energy source, usually a battery. 
The size of the sensor nodes can also range from the size of 
a shoe box to as small as the size of a grain of dust. As 
such, their prices also vary from a few pennies to hundreds 
of dollars depending on the functionality parameters of a 
sensor like energy consumption, computational speed rate, 
bandwidth, and memory. 
The possibility of the asymmetric key management has 
been shown in WSNs recently, which compensates the 
shortage from applying the symmetric key management for 
security Digital signatures are often used to implement, 

electronic signature a broader term that refers to any 
electronic data that carries the intent of a signature, but not 
all electronic signatures use digital signatures. Digital 
signatures are among the most basic primitives in 
cryptography, providing authenticity, integrity, and non-
repudiation in an asymmetric key. The identity-based 
digital signature (IBS) scheme based on the trouble of 
factoring integers from identity-based Cryptography (IBC), 
is to derive an entity’s public key from its identity 
information, for example, from its name or ID number. 
Recently, the concept of IBS has been developed as a key 
management in WSNs for security Providers often store 
more than one customer's data on the same server. As a 
result there is a chance that one user's private data can by 
viewed by other users (possibly even competitors)The 
cluster-based hierarchical method. The network is broken 
into clustered layers, and the data packages travel from a 
lower cluster head to a higher one, in turn to the BS, for 
example, [7]. 
In SET-IBOOS, the offline signature is executed by the CH 
sensor nodes; thus, sensor nodes do not have to execute the 
offline algorithm before it wants to sign on a new message. 
Furthermore, the offline sign phase does not use any sensed 
data or secret information for signing. This is particularly 
useful for CWSNs because leaf sensor nodes do not need 
auxiliary communication for renewing the offline signature. 

II.RELATED WORK:
Consider a CWSN consisting of a fixed BS and a large 
number of WSNs, which are same in functionalities and 
capabilities. We assume that the BS is always dependable 
i.e., the BS is a trusted authority. The sensor nodes may be 
damage by attackers, and the data transmission may be 
interrupted from attacks on wireless channel. In a CWSN, 
sensor nodes are grouped into clusters, and each cluster has 
a CH sensor node, which is elected autonomously. Leaf 
(non-CH) sensor nodes join a cluster depending on the 
receiving signal strength and transmit the sensed data to the 
BS via CHs to save energy. The CHs perform data fusion, 
and transmit data to the BS directly with comparatively 
high energy. In addition, we assume that all sensor nodes 
and the BS are time synchronized with symmetric radio 
channels, nodes are distributed randomly, and their energy 
is constrained. A   sensor node go into sleep mode for 
energy saving when it does not sense or transmit data, 
depending on the time-division multiple access (TDMA) 
control used for data broadcast. 

Renuga.A et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 6 (2) , 2015, 1728-1730

www.ijcsit.com 1728



 
 

 
 

 
 

 
 

III.PROPOSED SYSTEM 
The work is categorized as follows. 
 
A. Protocol Initialization 
 Generate an encryption key k for the homomorphic 
encryption scheme to encrypt data messages. Let G be a 
multiplicative finite cyclic group with order q. The PKG 
selects a random generator g of group G generation and the 
master key will be generated randomly. Private key will be 
generated to each node automatically. 
 
B. SET-IBOOS protocols 
Neighborhood authentication used for secure access and 
data transmission to nearby sensor nodes. Storage cost 
represents the requirement of the security keys stored in 
sensor node’s memory. Network scalability indicates 
whether a security protocol is able to scale without 
compromising the security requirements the larger network 
scale increases, the more orphan nodes appear in the 
network, and vice versa[2].Communication overhead. the 
security overhead in the data packets during 
communication .Computational overhead the energy cost 
and compu-tation efficiency on the generation and 
verification of the certificates or signatures for security. 
 
C. Message Size of Data Transmission 
In this part, we do the quantitative calculation of the 
message packet size on data transmission in the steady state 
(main phase) of the different protocols for comparison. 
Although most of existing WSNs constructed in real-world 
use no more than 200 nodes [1], a large scale WSN could 
consist of hundreds of nodes or more in the future. Thus in 
this paper, we set the length of node IDs as 2 bytes. . For 
example, when using the Tate pairing [15] for elliptic curve 
cryptography (ECC), the order q of G1 and G2 could be a 
160-bit prime, if the required security level of ECC is 
equivalent to RSA with 1,024-bit keys (RSA-1,024) [5], 
which provides the currently accepted security level. In this 
way, the total message size of a data packet is 64 bytes in 
SET-IBOOSS. Moreover, p could be a 512-bit prime to 
achieve higher level of security. 
 
D. SOLUTIONS TO ATTACKS 
The passive adversaries cannot decrypt the eavesdropped 
message without the decryption key. SET-IBOOS are 
resilient and robust to the sinkhole and selective forwarding 
attacks because the CHs being attacked are capable to 
ignore all the communication packets with bogus node IDs 
or bogus digital signatures. Together with round-rotating 
mechanism and digital signature schemes, SET-IBS and 
SET-IBOOS are resilient to the HELLO flood attacks 
involving CHs. 
 

IV. CONCLUSION 
In this paper, we first reviewed the data transmission issues 
and the security issues in CWSNs. The deficiency of the 
symmetric key management for secure data transmission 
has been sloved and reliable data broadcasting with less 
computation overhead and also less energy consumption 
during data transmission. 
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